BRENTWOOD BOROUGH COUNCIL OPERATIONAL RISK REGISTER 2021

Current Scores Target Scores

Risk Detail Risk O Risk Categorisati Original Scores Miti . d November 2022 Direction of Further Actions / C ‘ cPIanInetz.d (following completion of all
isk Details isk Owner B SN (cfore any mitigations) |t|gat|ons to date ko urther Actions / Comments ompletion further actions)

previous Date(s)

L | S quarter I S
Cause:
Lack of robust and resourced
regime for addressing failures in Financial & Resources
Corporate property compliance
Uncertain Event (Risk):
Risks to the Council, its staff and its
residents where key compliance
checks have not been satisfactorily . Legal/Compliance Undertaking routine compliance and remedial . Develop document retention process, explore utilisation
completed for corporate buildings, Facilities 5 5 actions when identified. 4 3 High | Staved the of assets database, commence programme of property 2 3 Med
etc. and any issues address (e.g. fire, Manager Retain appropriate documentation for evidence 12 same inspections to ensure compliance is being maintatined. 6
water, gas, etc)
Consequences:
Risk of closure of buildings, damage
to buildings, reputation risk to
Councill, loss of earnings and life and People
prosecution from HSE
Cause: All areas have received training and ongoing
If we fail to protect our employees support in risk assessment and Health and
and other persons to whom we owe Legal/Compliance Safety management. Regular monthly meetings
a duty of care are undertaken for compliance across Corporate
and Housing Directorates, to ensure arrangements
Uncertain Event (Risk): and systems are inbedded and robust, or if not,
The safety, health, welfare and then adjustments and improvements are made.
wellbeing of individuals may be People Separate operational compliance risks have been Actions continue to be implemented to reduce the risk,
compromised identified for Corporate and Housing Directorates but will take time to be achieved. Exploration of digital
Health & Safety s s respectively. The Council's H&S Microsite provides 3 A High | Stayedthe [software toimprove compliance and expidite compliance Dec.25 5 4 Med
Consequence(s): Officer information and respective forms for risk 12 same  |knowledge and position is being undertaken. Initial 8
Injury or harm to employees, assessment and Safe Systems Of Work. H&S research is positive and further development is being
tenants or visitors. Fines from the Standards and Policies and reviewed and updated pursued.
HSE. Insurance claims. Reputational as leglislation or organisational changes develop.
impact to the Council ) )
Financial & Resources
Cause:
Lack of inspection and maintenance
regime to manage trees People
Uncertain Event (Risk): Woodland management plans that have been Actions continue to be implemented to reduce the risk,
Risk of unmaintained trees wholly or negotiated over the last 4 years have now been but will take time to be achieved. Surveys have started to
partly falling on persons/property Arborlc.ultural Reputation 4 5 approved and are beginning to be implemented to 3 4 High Stayed the |be un"ldertake.n and arfe being done by Warf:J area. Risk will Sep-27 5 4 Med
st e T T e e Officer manage woodland edge trees over a 10-year 12 same continue until survey is completed and actions addressed 8
period. However, a risk remains for non-woodland from findings. Further monitoring will then be needed to
trees for which there is no proactive system manage the risk.
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Current Scores Target Scores

Original Scores November 2022 Direction of AARIGE (following completion of all

Risk Details Risk Owner Risk Categorisation (before any mitigations) \Y itigations to date ko Further Actions / Comments Completion further actions)
previous Date(s)
L | L | S quarter L I S
Consequence(s):
Increased likelihood of prosecution
by HSE and claims against the Financial & Resources
Council
Cause:
National shortage of drivers and
ageing workforce Reputation
Nationally there is a shortage of HGV drivers and
Uncertain Event (Risk): this has been evident in recruitment at Brentwood
lizlblfe o g i LG o o e s Waste and . . High and rrTany ot‘her local author|t|e§. Staff a‘re . High Stayed the |Market supplements for HGV drivers and review of pay . Med
recyling Manager Financial & Resources 3 4 12 ‘reachlng retirement ag? or leaving for‘hlgher paid 3 4 12 same and conditions is underview On going 2 4 3
jobs. Attempts to up skill loaders to drivers has
been advertised but not had any impact due to
Consequence(s): salary difference
Unable to deliver Waste and
recycling collections
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Risk Details

Risk Owner

Risk Categorisation

Original Scores
(before any mitigations)

Corporate Strategy: Improving Housing - Access to a range of decent homes that meet local needs

Mitigations to date

Compliance - the risk is that the Council will not achieve the plans to deliver compliance for the key areas and the delivery of the compliance project plan.

Cause:

Not achieving the plans to improve
compliance by the required
timescale.

Uncertain Event (Risk):
The management of compliance is

Legal/Compliance

Current Scores
November 2022

Direction of
travel from
previous
quarter

Further Actions / Comments

Planned
Completion
Date(s)

Target Scores

(following completion of all

further actions)

A specific compliance risk register has been
produced with detail on the risks. A new

not effective. Reputation performance reporting template has been . I
. L o ) Develop document retention process, explore utilisation
Compliance produced which identifies the areas of non- High Stayed the Med
5 5 . ) . 4 of assets database, commence programme of property Mar-25 1 5
Manager compliance and the gap to compliance. Actions 12 same . . i ic bei . ined 5
Consequence(s): are in place to reduce the gaps in the known inspections to ensure compliance is being maintatined.
Compliance is not achieved by compliance issues. Regular meetings are in place
March 2022. to address the concerns.
Effects on Service
Decisions on HRA stock - the risk is that the Council does not make timely decisions on the retention and investment in the HRA stock.
Cause:
Decisions on the HRA stock not
taken, leading to additional Financial & Resources
expenditure. The 7 year small sites programme is in place. The
Brookfield Close decant is 95.65% complete The planning
Uncertain Event (Risk): application for Sir Francis Way has been submitted for
The assets have not been reviewed Sheltered housing review has started, with a determination. The Harewood Road regen has been
i i ’ i Corporate i High . . . High submitted for Planning in September 2022 and Highwood , Med
to identify long-term use of the sites. P Effects on Service 4 3 g review of the garage sites and the sites for 3 & o & P o & Ongoing 1 4
Manager 12 12 Close application due for submission at the end of 4

Consequence(s):

That resources are used on
properties that the Council does not
wish to retain in the long-term.

Reputation

potential regeneration to be identified.

November. A Review of the HRA business Plan is planned
to scope the viability of the programme over 40 years.
The risk has been increased due to the uncertainty over
borrowing rates.
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Risk Details

Risk Owner

Risk Categorisation

(before any mitigations)

Original Scores

L

S

Corporate Strategy: Delivering an efficient and effective council - An ambitious and innovative cou

Cause:

If we do not have the appropriate
cyber security or cyber incident
response plan

Uncertain Event (Risk):

The Council may be at risk of loss of
data or service delivery through
cyber attack

Consequence(s):

Loss of key systems/inability to
provide key services

Loss or corruption of data
Financial Loss

Cost/time spent to recover

I.C.T. Manager

Effects on Service

Financial & Resources

Reputation

ncil that delivers quality services

Current Scores

Target Scores

M. . . d November 2022 Direction of Further Actions / C A : Planlnetz.d (following completion of all
previous
| S quarter L I S
Manages Security Service has been running for
second year, now with an introduction of a
monthly review. High Stayed the [Due to the nature of Cyber threats always changing this .
) . . 5 . . . Ongoing Low 1

Azure Security services are being expanded. 10 same will continue to reviewed

IT staff attended Cyber Incident Response Planning
Course.
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Risk Details

Cause:

If we don't have the level of
resourcing to provide an effective
service or deliver Corporate
Objectives and the Digital Strategy

Uncertain Event (Risk):
The Council may be at risk of
delivering an effective service

Consequence(s):

It will result in service delivery failure
affecting many services across the
council

Risk Owner

I.C.T Manager

Risk Categorisation

Effects on Service

Reputation

Legal/Compliance

Original Scores
(before any mitigations)

Cause:
Loss of availability of Business
applications and access data

Uncertain Event (Risk):
The Council may be at risk of
delivering an effective service

Consequence(s):
Failure of providing services to
customers and vulnerable people

I.C.T. Manager

Effects on Service

Reputation

Legal/Compliance

Cause:
Loss of Customer facing digital
platforms

Uncertain Event (Risk):
The Council may be at risk of
delivering an ineffective service

Consequence(s):
Failure of providing services to
customers and vulnerable people

I.C.T. Manager

Effects on Service

Reputation

Legal/Compliance

Current Scores

Target Scores

oo . November 2022 Direction @ (following completion of all
Mitigations to date . Actions / Ca ompletic further actions)
I S q L | S
Recruitment campaigns have not been successful and
along with other LA's across Essex we are concerned that
We have several vacant posts across IT, Digital and attracting the right talent into our teams will cause
projects and if we loose any further resources or service delivery problems
have any sickness we will struggle to provide an
) y , gg_ ‘p Stayed the , L . Med
effective service. We have relationships to 5 same We are working on adjusting the current job 31-Jan 2 4 3
leverage to help provide services and potential use responsibilities to create resilient and to align with the
of agencies if required. Permanant staff is a changing service department demands
preferred option
We are working with Rochford IT Team to work on
resilience and service delivery
Using the principle "High Availability by design" we Focus has been on keeping systems stable while
have invested in technology and built a digital transformation work begins
plaftform for officers - the "Cloud Desktop". This High Stayed the ) Med
. . 4 . . . . . Ongoing 2 4
has taken advantage of cloud technologies this has 12 same There is a potential increase of disruption as this work 8
made the availability of business applications and increases and we need to work with business
access to data. departments to ensure stable delivery
Work has completed on using several digital platforms to
Similar to Risk 3 using the principle "High p 'g g P .
o o . . . spread the delivery across different providers to limit the
Availability by design" we have invested in cloud High Stayed the |, . . Med
. . L 5 impact of loss of service. on-going 2 4
technology to build customer facing digital 10 same 8
plaftforms to our customers. . . S . .
Work will continue to minimise distruption




